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Positive Pay
Advanced protection from the growing
threat of check and ACH fraud
Protecting your money would be a lot easier if criminals limited their methods to grabbing cash from the till 
and hightailing it out the door. Protecting against check and Automated Clearing House (ACH) fraud is not so 
simple.

We are not talking about petty thieves making off with a few dollars. In 2012 alone, the value of fraudulent 
third-party check and ACH transactions totaled $3.3 billion.1 That’s more than enough to attract the attention of 
sophisticated criminals. It’s also more than enough to make it worth the while of a business to protect itself.

Check Fraud in an Online World

With today’s rapid adoption of online and mobile payment systems, such a high level of fraud activity directed 
at checks may seem surprising. But then, other forms of fraud require considerable technical savvy and 
investment. One can get into the check fraud business with a trip to the office supply store.

Moreover, payment by check is by no means a thing of the past. American businesses and consumers 
wrote an estimated 21 billion checks in 2012 alone. Nearly three-quarters of those checks were written 
to a business. Also in that year, about 92 percent of businesses, even with online payment services, 
paid some bills by check.2 Even in an online age, there are plenty of checks in circulation to tempt the 
criminally inclined.
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Examples of check fraud include forged checks, using consumer and business information and account 
numbers from legitimate accounts to create a fraudulent check, alter information from legitimate 
checks, or simply steal and forge checks.

It is true that the number of checks written each year is in decline, but the rate of decline is not as fast as 
one might think. Check fraud is likely to remain a serious threat for a good many more years.

The Rise of ACH Transaction Fraud

About four decades ago, business leaders saw a growing need for direct, account-to-account payments. 
This led to the creation of the Automated Clearing House, or ACH for short. ACH lets banks clear 
paperless transactions nationwide through the Federal Reserve System.3

Businesses today rely on ACH transactions for a variety of types of funds transfers, including collecting 
payments from customers, payments to vendors, direct deposit for payroll, large transactions, 
and batches of transactions to and from large customer bases. In 2012 alone, about 22 billion ACH 
transactions were processed, representing an estimated total of $144 trillion.4

It should not be surprising, then, that fraudulent ACH transactions account for the other half of the $3.3 
billion in fraudulent transactions noted above.

Many methods of ACH fraud may occur from unscrupulous employees who abuse their access to 
company accounts or outsiders who illicitly obtain access codes and account numbers. ACH trasactions 
can be originated quite easily, all the fraudsters need is an account number.

As the use of checks continues to decline and ACH use rises in its place, ACH fraud will only grow in 
sophistication and in the volume of attempts made.

Protecting Your Business From Payment Fraud

The lure of 43 billion transactions in a single year all but assures that a considerable, growing number of 
thieves will attempt payment fraud. Of these, a certain number are statistically likely to succeed.
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Fortunately, there are steps you can take to dramatically lower the odds of their successfully targeting 
your business.

A good first step is to be certain that you’re doing business with a bank that is committed to the task of 
helping protect you from payment fraud. This is not a given. Fraud detection and prevention requires 
constant diligence, and it consumes a fair amount of resources. Not all banks are equal to the task.

Nor need they be. U.S. banks are not required to give business accounts the same protections they give 
consumer accounts. That makes it a must to ensure you’re dealing with a bank that’s willing to tackle 
head-on the growing threat of payment fraud.

Improving Security and Control

The key to protecting a business from check and ACH fraud is simple in concept: all you need to do, 
it would seem, is to verify transactions before completing payment. In practice, the sheer volume of 
checks written and the need for timely turnaround makes that easier said than done. Effective, ongoing 
verification requires a sophisticated, automated system.

Positive Pay5 from Zions Bank is a good example. Using an optimally secure conduit, the business sends 
the bank a daily list of authorized checks.Then, when a transaction is submitted to the bank for payment, 
the system automatically compares it against the list. If an item has been altered or is not on record as 
being issued, the system is designed to detect the mismatch and halt payment.

Tellers, too, have access to the most current data available, so protection extends to transactions 
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conducted in-person at the teller line.

For added security, the business owner or desginee maintains full control over who has access to the 
system, and can change passwords, permissions, and uses at any time.

Won’t Disrupt Your Current Operations

Positive Pay works quickly and invisibly behind the scenes so that legitimate transactions are not 
delayed.

There’s no need to upheave your payment 
systems for implementation. Positive 
Pay works readily with most file formats, 
and readily exports and integrates data 
into most payables systems for easy 
reconciliation.

It goes without saying that Positive Pay 
will save businesses money by preventing 
loss. In addition, it can spare a company 
the extremely costly and time-consuming 
processes of apprehending and prosecuting 
thieves. Not to be overlooked is the value of 
presenting a more secure environment in 
which your own customers and employees can conduct business.

Most business leaders have plenty to keep track of without having to learn a new system. Positive Pay 
was designed with that in mind. It is intuitive, easy to learn, easy to use. Not that you will be left on your 
own. A business banker will walk you through the process. Since setting up and using Positive Pay truly 
is as simple as claimed, the process won’t take long.
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For More Information

No matter where you bank, we hope that we have alerted you to the value of stopping check
and ACH fraud.

As a leader in the field, Zions Bank would be pleased to answer questions and 
help your business recognize and address security issues.

To speak to a Zions Bank Treasury Management Specialist,
please call toll-free:

888-232-0434
or email zionsbanktreasurymanagement@zionsbank.com.
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